[Tpunoxxenune N 2
NHOOPMALNOHHAA TAMATKA JJIAA OBYYAIOIIIUXCSA

C kaXapIM TOJIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIBbINE, a IIKOJbHUKU
OJIHM U3 CaMbIX aKTHBHBIX TOJIb30BaTelield PyHeTa. Mexay TeM, MOMHMO OTPOMHOIO
KOJIMYECTBA BO3MOYKHOCTEH, MHTEPHET HECET U MPOoOJIeMbl. ITa MaMsATKA JOHKHA TTOMOYh
TeOe 0e30IMacHO HAXOIUTHCS B CETH.

KoMmnbroTepHble BUPYCHI

KoMnbroTepHblid BUPYC - 3TO Pa3sHOBUAHOCTh KOMIIBIOTEPHBIX IPOrPAMM,
OTIUYUTEIHHOH OCOOCHHOCTHIO KOTOPOH SIBJSIETCS CMOCOOHOCTH K pa3MHOXKeHHIo. B
JOTIOJIHEHUE K 3TOMY, BHUPYCHI MOTYT MOBPEIWUTH WIH IOJHOCTBIO YHUYTOXHUTH BCE
(aiiibl U JaHHBIE, TOJIKOHTPOJIbHBIE [T0JIB30BATENI0, OT UMEHHM KOTOPOI'O ObliIa 3aIlyIieHa
3apa)kK€HHas IpOorpaMma, a TaKXe MOBPEIUTh WIH JaXE YHUYTOXUTH ONEPALUOHHYIO
CUCTEMY CO BceMM (pailzlaMu B 1eJOoM. B OOJBIIMHCTBE CllydaeB pacHpOCTPaHSIOTCA
BHUPYCBHI YEPE3 UHTEPHET. METOIbI 3alIUThI OT BPEIOHOCHBIX IPOrPaMM:

1. Hcnone3yli COBPEMEHHBIE ONEPALMOHHBIE CHCTEMBI, HMEIOIIUE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPETOHOCHBIX IPOTPAMM;
2. [TocTosiHHO ycTaHaBIMBal MayTH (LUPPOBBIE 3aMJIATKH, KOTOPbIE aBTOMATUYECKU

YCTaHABIMBAIOTCS C LENbI0 J0pPaObOTKH MPOrpamMMbl) U JIpyrue OOHOBICHHSI CBOEU
ornepalmoHHoi cuctembl. CkaunBaid X TOJBKO C O(UIMATBHOTO caifTa pazpaboTunKa
OC. Ecnu cyniecTByeT pesKuM aBTOMaTUYECKOr0 OOHOBIIEHHUS, BKIIOYH €T0;

3. PaGoraii Ha CcBOeM KOMIBIOTEpPE TOJ MpaBaMU T[OJb30BaTENsl, a HE
aIMUHUCTpATOpPa. OTO HE TMO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX MpOrpamMm
MHCTaJUIMPOBATHCA HA TBOEM IIEPCOHAIIBHOM KOMITBIOTEPE;

4, Hcnonb3yit aHTUBUPYCHBIC IpOrpaMMHbIC MIPOTYKTHI M3BECTHBIX
MIPOM3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBJICHHEM 0as3;

S. Orpannub HU3NIECKUN JOCTYI K KOMIBIOTEPY JUIsl TOCTOPOHHUX JIUIL

6. Hcnonb3yil BHEIIHUE HOCUTENN HH(OPMAITNH, TaKKie Kak (Jiemika, TUCK Ui (aiin
W3 UHTEPHETA, TOJIHKO U3 MPOBEPEHHBIX UICTOUYHUKOB;

7. He oTkpbIBait KOMIBIOTEPHBIC (halIIbI, TOJTYICHHBIC U3 HEHAJS)KHBIX HCTOYHUKOB.

Jlaxxe Te ¢aiiibl, KOTOpbIE MPUCTAN TBOW 3HAKOMBIN. JIydllle yTOuHU y HETro, OTHPaBIIsI
JIM OH TeOE uX.

Ceru WI-FI Wi-Fi - aT0 He BuI nepeayn JaHHBIX, HE TEXHOJIOTHS, a BCEroO JIHIIb
openn, mapka. Eme B 1991 rony HunepiaHickas KOMMIaHUs 3aperucTpupoBayia OpeH.I
"WECA", yto o603Hauano cioBocoueranue "Wireless Fidelity" koTopsiii nepeBoautcs
Kak "OecmpoBojHas TOYHOCTH'. J[o Hamiero BpeMeHu aomnuia Apyras aO0OpeBuaTypa,
KOTOpasl SIBJISIETCS] TAKOM ke TexHoJoruei. 91o abbpeBuarypa "Wi-Fi". Takoe HazBanue
OBLIIO TAaHO C HAMEKOM Ha CTaHJapT BhICHICH 3ByKoBO TexHuku Hi-Fi, uTo B mepeBoje
O3Ha4aeT "BBICOKAst TOUYHOCTH'.

Ha, OecrnaTHBI WHTEPHET-IOCTYN B Kade, OTENsIX M adpornopTax SBISETCS
OTJINYHOM BO3MOXXKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTrHME SKCHEepThl CUMTAIOT, YTO
obmenoctynueie Wi-Fi cetu He siBisitoTcst Oe3omacHbIiMU. COBETHI MO 0€30MaCHOCTH
paboThI B 00IIEIOCTYITHBIX ceTssXx Wi-fi:



1. He nepenapaii cBoro nmuunyro uHbopmaluw dyepe3 oodmenocrynubie Wi-Fi ceTu.
Paboras B HUX, *KelaTeIbHO HE BBOJUTH MAPOJIH JOCTYIIA, JOTUHBI U KAKHE-TO HOMEDPA;

2. Hcnone3yit 1 OOHOBIISIA aHTUBUPYCHBIC TIPOTpaMMBI U OparaMayep. Tem caMbiM
ThI 00€30MacHuIITb ce0s1 OT 3aKaYKH BHpPYyca Ha TBOE YCTPOHCTBO;
3. [Ipu ucnonb3oBanuu Wi-Fi otkmoun ¢ynkiuio "OO6mumit noctyn k daiinaMm u

npuntepam". JlaHHasg QYHKUMS 3aKpplTa [0 YMOJYAHUIO, OJIHAKO HEKOTOphIE
MOJIb30BATEIH aKTUBUPYIOT €€ JUIsl yA00CTBa UCTIOIB30BaHMs B paboTe Win yueoe;

4, He ucnons3yit myonuunsiit WI-FI nns nepenaun TU4HbBIX JaHHBIX, HATPUMEp AJIs
BBIX0/Ia B COIIMAJIbHBIE CETU WM B 3JIEKTPOHHYIO MOYTY;

S. Hcnonb3yii Tonbko 3anuiieHHoe coenunenne yepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B wmoOwibHOM Tenedone otkmoun ¢yHkmuoo 'lloxkmoyenne k  Wi-Fi
aBromatuyecku". He mormyckail aBTOMaTH4YECKOTO MOJKIIOUEHUS YCTPOMCTBA K CETIM
Wi-Fi 6e3 TBoeTO cornacus.

ConuajgbHbIE CeTH

CoumanipbHbIe CETH aKTUBHO BXOJST B HAIlly JKH3Hb, MHOTHE JIFOAU pabOTalOT U
KUBYT TaM MOCTOSIHHO, a B Facebook yxke 3apernctpupoBaH MUIIIHAPH YEIOBEK, YTO
SIBJISICTCSI OJTHOM CEJbMOM BCEX KUTENIeH MIaHeThl. MHOTHE IT0JIb30BaTEeIM HE TOHUMAIOT,
yTo HHGOpPMAIIKS, pa3MelleHHas UMH B COIMANIbHBIX CETSAX, MOXKET ObITh HaifjiecHa U
HCIIOJb30BaHa KEM YTOJHO, B TOM 4YHCJE HE 00s3aTeNIbHO ¢ OJaruMu HaMEepEeHUSIMU.
OCHOBHBIE COBETHI 10 0€30IMaCHOCTH B COLIUAIBLHEIX CETAX:

1. OrpaHuyb CHUCOK Jpy3eil. Y TeOs B Apy3bsiX HE JOHKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIOJIEH,
2. 3amuiai cBor 4acTHYHO >ku3Hb. He yka3biBaii maponu, TenedoHsl, aapeca, qaTy

TBOETO POXIEHUA W JAPYTYI0 JMYHYI0 HWHGOpMAIMIO. 3IO0YMBIITUICHHUKA MOTYT
UCIIOJIb30BaTh Jake WH(OOpPMAIMI0O O TOM, KaK Thl U TBOU POAUTENN IUIAHUPYETE
IIPOBECTU KAaHUKYJIBI,

3. 3amuinai CBOO peryTaIuio - IEPKU €€ B UUCTOTE U 3a71aBaii ce0e BOIPOC: XOTel
OBl ThI, YTOOBI APYTHUE MOJIB30BATEIM BHUJICTH, YTO ThI 3arpyxkaems? [lomymai, npexmae
9YeM YTO-TO ONyOJMKOBATh, HAMIMCATh U 3arPY3UTh;

4, Ecau Tl TOBOPHIIB € JTFOJbMH, KOTOPBIX HE 3HAEIIb, HE HCTIOJIb3YH CBOE PEAIBHOE
UM U JPYTYIO JINYHYIO UH(OPMAIMKU: UMSI, MECTO KUTEIbCTBA, MECTO Y4eObl U MPOYEE;
S. N30erait pasmemienust ¢Gotorpapuii B WMHTepHeTe, rae Tbhl H300pa)keH Ha
MECTHOCTH, 110 KOTOPO MOKHO OIPEAEIUTH TBOE MECTOIOJIOKEHUE;

6. [Ipu peructpanuu B COLMAIbHOW CETH HEOOXOIMMO HCIOIb30BATH CIOXKHBIE
MapoJiv, COCTOSUIME U3 OYKB U (P U C KOJMYECTBOM 3HAKOB HE MEHEeE §;

1. Jns couuanbHOM CETH, MOYThI M JPYTUX CaWTOB HEOOXOIUMO HCMOJIb30BAThH

Pa3HbIC I1aPOJIH. Torz[a eclii TeOs B3JIOMAarOT, TO 3JIOYMBIINIUICHHUKU ITOJIy4YaT JOCTYII
TOJIBKO K OTHOMY MCECTY, 4 HC BO BCC Cpasy.

JJIeKTPOHHBIE IeHbIH

DJEeKTPOHHBIE JEHBI'M - 3TO OYEeHb YJIOOHBIM CHocod IuIaTexeil, OIHAKO
CYLIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYNUTh 3TH JICHBIH.



DNEKTPOHHBIE JIEHBI'M MOSBUIUCh COBCEM HEIABHO M MMEHHO H3-3a2 3TOrO BO
MHOTHUX FOCY/IapCTBaxX 10 CHUX IOP HE IPOIMCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (QyHKIMOHHPYIOT U O HUX YK€ MPOMNHMCAHO B 3aKOHE, TJE€ HUX
pa3fesaioT Ha HECKOJIBKO BHUJIOB - aHOHUMHBIE U HE aHOHHMMHBbIE. PazHuIa B TOM, 4TO
aHOHHMHBIE - 3TO T€, B KOTOPBIX pa3peuiaeTcs NpoBOIUTE ollepauu 6e3 naeHTuruKaum
IOJB30BaTENsl, @ B HEAHOHMMHBIX UACHTU(UKALMS IOJIb30BATENS  SIBJIAETCA
00s13aTEIbHOM.

Taxxe crnemyer pasnuyarh  JJCKTPOHHbIE  (uaTHble  JA€HBIU  (pPaBHBI
rOCy/lapCTBEHHBIM BalllOTaM) U OJJICKTPOHHbIE He(pUaTHbIE [E€HbI'H (HE paBHBI
rocyapcTBeHHbIM BamoTam). (OCHOBHBIE COBETHI 1O Oe3omacHOW paboTe cC
AIIEKTPOHHBIMU JICHbraMU:

1. [TpuBsku Kk cueTy MOOUITBHBIN TenedoH. ITO caMblil yTOOHBIHN 1 OBICTPHIM CTIOCOO
BOCCTaHOBUTH JOCTYM K cueTy. [IpuBsizanHbIi TenedoH NOMOXKET, eciu 3a0y/elIb CBOU
IUTATEXKHBIA ApOJIb UM 3aiA€Ib Ha CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Hcnonb3yii oqHOpa3oBbie mapoiu. [locne nepexoa Ha yCUIIEHHYIO aBTOPU3ALIUIO
Tebe yke He OyJIeT yrpoKaTh OMacHOCTh KPaXKU MJIU TMepexBaTa MIaTeKHOTo MapoJis;
3. Bo16epu cinoxHbiil maposb. [IpectynHukam OyJaeT He MPOCTO yrajaTh CIOKHBIN

napoiib. HajexxHele maponu - 3TO mapoju, KOTOPbIE COAEpPKAaT HE MEHee § 3HAKOB U
BKJIIOYAIOT B C€0sI CTPOUHBIE U IPONUCHBIE OYKBBI, HU(PPbI U HECKOJIBKO CUMBOJIOB, TAKHE
KaK 3HaK Jojuiapa, (yHTa, BOCKJIMIIATEIbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4, He BBOAM CBOM TMYHBIEC JaHHBIE HA CAUTAaX, KOTOPBIM HE JOBEPSIEIIb.

JJIEKTPOHHAA MOYTA

OJIEKTPOHHAsT MOYTAa - 3TO TEXHOJIOTMS W IPEAOCTABISEMBIE €H0 YCIYyTH MO
MEPECHUIKE U TOJYYEHHUIO AJIEKTPOHHBIX COOOIIEHUN, KOTOpbIE PpACHPEACNSIIOTCS B
KOMITbIOTEPHOU ceTu. OOBIYHO 3JIEKTPOHHBIN MOYTOBBIN SIIUK BBITJISAUT CIETYIOITUM
oOpa3oM: UMsI_I0JIb30BaTENA(@NMs_jioMeHa. Takke KpoMe nepeayu MpocToro TeKCTa,
MMeEeTCsl BO3MOYKHOCTD IepeniaBath (aiiasl. OCHOBHBIE COBETHI 110 Oe301macHoi paboTe ¢
AJIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mpaBHIIbHBINA MOYTOBBIA CepBHC. B MHTEpHETE €CTh OTPOMHBIN
BBIOOp OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIYYIIIE IOBEPSATH TEM, KOTO 3HACIIb U
KTO IIEPBBIA B PEUTHHTE;

2. He ykaspiBaii B IMUHOM 1OYTE IMUHYI0 HHpopManuto. Hanpumep, mydiie BEIOpaTh
"My3bIKkanbHbI_paHaT@" wim "pok2013" BmecTo "Temal3";

3. Hcnonb3yil ABYX3TalmHYI0 aBTOPU3ALMIO. JTO KOTAAa MOMUMO Mapojisi HYKHO
BBOJUTH KO, TPUCHUIaeMbI o SMS;

4, BriOepu crnoxxHbIi maposs. sl KaKI0To MOYTOBOTO SIIMKA JOJKEH OBITh CBOM
HAJIC)KHBIN, YCTONYUBBIN K B3JIOMY I1apOJIb;

d. Ecnu ecTh BO3MOXXKHOCTB HAaIIMCAaTh CAMOMY CBOM JIMYHBIN BONPOC, UCTIOJIB3YH 3Ty
BO3MO>KHOCTB;

6. Hcnonb3yl HECKOIBKO NOYTOBBIX SIIUKOB. IIepBBIM U1 4aCTHOM NMEPENMUCKU C

azpecaTaMy, KOTOPBIM Thl IOBEpSICIlb. DTO JIEKTPOHHBINA aIpeC HE HAJI0 UCIOIb30BaTh
MIPU pEeTUCTpalviy Ha popymax U canTax;

7. He oTkpsiBaii daiiiasl u gpyrue BIOKEHUS B TUChMaX, 1a)Ke €CJIM OHU MPUIIUTA OT
TBOMX Jipy3ei. JIydlie yTOuHM Y HUX, OTIPABJISIN JIU OHU TeOe 3T (haiJibl;

8. [Tocne oxoH4aHusi pabOTHI HA MOYTOBOM CEPBHUCE IMEpe] 3aKPhITHEM BKJIAJKHU C



caiiToM He 3a0y/b HaXKaTh Ha "BeriiTu".
Ku0epOyajanHr ujim BUPTyajbHOE U3/1€BATEJIHLCTBO

KubepOymnuHr - mpecienoBaHue COOOIIECHUSIMH, COJEPKAIlUMU OCKOPOJIEeHuS,
arpeccuio, 3amyruBaHHe; XYJIWTAHCTBO; COIMAIbHOE OOMKOTHPOBAHHE C IOMOIIBIO
pa3INYHBIX HHTEpHET-cepBUCOB. OCHOBHBIE COBETHI IO 0OpHOE ¢ KMOEPOYIITMHTOM:

1. He Opocaiics B 60ii. JIydmmii crmoco0: TOCOBETOBATHCS KakK ceOst BECTH M, €CITU HET
TOT0, K KOMY MOKHO OOpaTUTHCSI, TO BHaYaJle YCIIOKOUThCS. Ecliv Thl HAUHEIIh OTBEYaTh
OCKOPOJIEHUSIMU Ha OCKOPOJICHHUSI, TO TOJIBKO €I1le OOJIbIIIe Pa30XiKellb KOH(DIUKT;

2. Ynpasisii cBoe kuOeppernyTaimei;

3. AHOHMMHOCTH B ceTu MHUMas. CylIecTBYIOT CIIOCOOBI BBISICHUTB, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

4.  He crout BecTH XylIUraHckuil oOpa3 BUpTyaslbHOH ku3HU. HTEpHET pukcupyer
BCE TBOM JICHCTBUS U COXpaAHSET UX. Y JaIUTh UX Oy/eT KpailHe 3aTpyIHUTENbHO;

5. Cobimonaii CBOIO BUPTYaJIbHYIO Y€CTh CMOJIONY;

6.  Urnopupyii eauHuuHbli HeraTuB. OJIHOPA30BblE OCKOPOMTEIBHBIE COOOILEHUS
Jy4lie urTHOpupoBaTh. OOBIUHO arpeccus MPeKpalaeTcs: Ha HaYaJlbHOM CTaauu;

7.  ban arpeccopa. B mporpammax oOMEHa MrHOBEHHBIMH COOOILEHUSIMHU, B

COLIMAIBHBIX CETAX €CTh BO3MOYKHOCTh OJIOKMPOBKM OTIPABKH COOOIIEHUN C
ONpeEIEHHBIX aPECOB;

8. Ecnu Th1 cBugerens kubepOymimHra. TBOW JEHCTBUSA: BBICTYNIUTH IPOTUB
npecienoBaress, IOKa3aTb €My, 4YTO €ro JeHCTBUS OLEHHMBAIOTCA HETaTUBHO,
MOJ/JIEPKaTh )KEPTBY, KOTOPOIl Hy»KHA MCUXOJIOTHYECKAsi TOMOIIb, COOOIIUTH B3POCIBIM
0 (paKkTe arpecCUBHOTO MOBEJICHUS B CETH.

MoouiabHbIi TeaedoH

CoBpemenHble cMapT(OHBI U IUIAHILETHI COAepkKaT B ceOe BIIOJHE B3POCIBIN
(GyHKIIMOHAJ, U TeNepb OHU MOTYT KOHKYPHUPOBATh CO CTAlMOHAPHBIMU KOMIIBIOTEPAMH.
OnHako, CpeACTB 3aIUThI J11 HOJOOHBIX YCTPONUCTB MOKAa OY€Hb MaJio. TeCTUpOBaHUE U
IIOUCK YSI3BUMOCTEN B HUX MPOMUCXOJIMUT HE TAK MHTEHCUBHO, Kak 1 1K, To xe camoe
KacaeTcsl 1 MOOMJIbHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ NPaKTUYECKH JOTHAIM HACTOJIbHbBIE
aHaJIOTHU, OJHAKO paclIupeHue (GyHKIIMOHANIA BJIEUET 32 CO0O0M OOMBIIYIO CIOKHOCTh U
MEHBIIYIO 3alUIIEHHOCTb.

Jlaneko He Bce TMPOU3BOJUTENM BBINYCKAIOT OOHOBJIEHMS, 3aKpbIBAIOIINE
KPUTUYECKHUE YA3BUMOCTH JJIsl CBOMX YCTPOMCTB. OCHOBHBIE COBETHI /1JIsi 0€30MaCHOCTH
MOOUJIBLHOTO TenedoHa:

Hudero He siBnsieTcst mo-HacrosieMy OecriaTHbIM. Bys ocTopoXkeH, Beib Korjaa
Tebe mpeaiararoT OeCIIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHUe-TO TIJIaTHBIC
yeayru; Jdymaid, npexxae ueM otnpaBuTb SMS, ¢hoTo mim Buzneo. Thl TOUHO 3HAEUIb, A€
oHU OynyT B KoHeUyHOM utore? Heo6xoanumMo 0OHOBISATH ONEPAIMOHHYIO CUCTEMY TBOETO
cMapTdoHa;

Hcrnionp3yit aHTUBUPYCHBIE TPOTPaMMBI JjIsl MOOUITBEHBIX TenedoHoB; He 3arpyxkait
MPWIOKEHUSI OT HEM3BECTHOIO MCTOYHMKA, BElb OHM MOTYT COJIepKaTh BPEIOHOCHOE
IPOrpaMMHOE 0OECTICUEeHHE;



[Tocne TOro Kak Thl BRIHACIIB C CaliTa, e BBOIWI JHUYHYIO HHPOPMAIIHUIO, 3211 B
HACTpoiku Opay3epa u yaaiu cookies;

[leproguaeckn TpoBepsiii, Kakue IUIATHBIE YCIYTH AaKTUBUPOBAHBI Ha TBOEM
HoMepe; [laBaii cBoif HOMep MOOUITBLHOTO TeNe(oHa TOJIBKO JIFOISIM, KOTOPBIX ThI 3HACIIIH
M KOMY JIOBEpPSIEIIIb;

Bluetooth momkeH ObITH BBIKIIIOUEH, KOTJAa Thl UM HE ToOJb3yelibcs. He 3a0piBaii
WHOT]Ia TIPOBEPSTH ITO.

Online urpsi

CoBpeMEHHbIE OHJIAMH-UTPBI - 3TO KPACOYHBIC, 3aXBaThIBAIOLIUE pPa3BIICUCHUS,
O00BEIUHSIOIINE COTHU THICAY YEJIOBEK IO BceMy MUpPY. ITpOKM UCCAENYIOT JaHHBIIA UM
MHUp, OOIIAIOTCS JPYr C APYIOM, BBINOJHSIOT 3a/laHUsl, CPAKAOTCS C MOHCTPAMH M
[IOJIy4arOT OIBIT. 3a YJOBOJBCTBUE OHU IUIATAT: IOKYHAKOT JAHMCK, OIUIAYUBAIOT
aOOHEMEHT WK IPUOOPETAIOT KaKue-To onuuu. Bee aTu cpenctBa uayT Ha nojiepKaHue
U pa3BUTHE WIPbl, a TaKXKe Ha caMy O€30IaCHOCTh: COBEPILIEHCTBYIOTCS CHUCTEMBI
aBTOpPHU3ALIMU, BBIMYCKAIOTCS HOBbIE MNaT4yu (UM(POBBIE 3aIIaTKU ISl IPOTpamm),
3aKpbIBAIOTCS YA3BUMOCTU CEpBEPOB. B m0I0OHBIX UTrpax CTOUT OmacaTbCsl HE CTOJIBKO
CBOMX COIIEPHUKOB, CKOJIBKO KPakKM TBOErO MapoJis, HAa KOTOPOM OCHOBAaHA CHCTEMa
aBTOpHU3ALMU OOJBIIMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MaCHOCTU TBOETO UTPOBOTO aKKAyHTA:

1. Ecnu npyroii urpoxk BemeT ceOd IJIOXO WM CO3/JaeT TeOe HENpPUSTHOCTH,
3a0JIOKMpYH €ro B CIIUCKE UTPOKOB;
2. [loxanyiics aaMUHHCTpATOpaM MIPbl Ha IUIOXOE IIOBEACHUE JTOTO MIPOKA,

KEJATEeIbHO MPUJI0KUTh KAKUE-TO JOKA3aTEeIbCTBA B BUAE CKPUHOB;
3 He yxa3biBail TnuHy0 HHGOpMaLHIO B Tpodaiisie urpsl;

4 YBaxaii Ipyrux y4aCTHHUKOB I10 UIPE;

5. He ycranapnuBaii Heo(uImaabHbIE TTATYH U MOJIBI,

6 Hcnonb3yl CII0)KHBIE U pa3HbIE ITAPOJIH;

7 Jlaxxe BO BpeMsi UTPBl HE CTOUT OTKJIKOYaTh aHTUBUPYC. [loka ThI urpaemis, TBOMU
KOMIIBIOTEP MOTYT 3apPa3UTh.

@OUINHHT WA Kpaika JIMYHbIX JaHHbIX

OOBIYHOI Kpakell JeHer U JOKYMEHTOB CEroJIHA YK€ HUKOTO HE yIHBHIIb, HO C
Pa3BUTHEM HMHTEPHET-TEXHOJOTHUH 3J0YMBIILICHHUKH TMEPEMECTUINCh B WHTEPHET, U
MPOJIOJIKAIOT 3aHUMAThCS " TIOOUMBIM" JICTIOM.

Tak mosiBMIIach HOBasl yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DUIIMHT, TIaBHAs
1IeJIb KOTOPOTO COCTOWT B TMOJYYCHUH KOH(PHUIACHITMAIBHBIX JTAHHBIX IMOJIB30BATEICH -
JOoTUHOB U maposiei. Ha anrmuiickoM si3bike phishing untaercs kak ¢ummar (ot fishing
- peiOHas JoBJIs, password - maposib). OCHOBHBIE COBETHI IO 00pHOE € (DUITUHTOM:

1. Cnenu 3a cBomM akkayHTOM. Ecim Thl momo3peBaelib, 4TO TBOS aHKETa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATh €€ U COOOIIUTH aIMUHUCTPATOPaM pecypca
00 3TOM KaK MOYKHO CKOpee;

2. Hcnonp3yit Oe3omacHbie BeO-CaiThl, B TOM 4YHCJE, HHTEPHET-MAara3uHOB W
MTOMCKOBBIX CHCTEM;

3. Hcnonb3yii ciokHbIe U pa3Hble Taposid. Takum o6pa3oM, eciiu Te0s B3JIOMaroT, TO



3JIOYMBIIJICHHUKH MOJy4aT JOCTYI TOJIBKO K OJTHOMY TBOEMY MPOQUIII0 B CETH, a HE KO
BCEM;

4, Ecau T1ebs B3noManu, TO HEOOXOAMMO MPEIyNpPEeauTh BCEX CBOHUX 3HAKOMBIX,
KOTOpBIE J00aBJICHBI y T€OS B JAPY3bSAX, O TOM, YTO TeOs B3JIOMAJIM U, BO3MOXHO, OT
TBOETO UMEHHM OYJET PacChlIaThCs CIIaM U CCHIJIKHM Ha (PUITUHTOBBIE CANTHI;

5. VYcranoBu HagexHbIi naposib (PIN) Ha MOOUIIBbHBIN TenedoH;
6. OTkII04M coOXpaHeHHe nmapoJsi B Opaysepe;
7. He oTkpbiBaii ¢aiinbl v 1pyrue BIOKEHHS B MUCbMaX, 1a)e €CJIM OHU MPHIILIN OT

TBOUX Jpy3ei. Jlydilie yTouHu y HUX, OTHPABIISUIA JTU OHU TeOe 3TH (Paitibl.

Hudposas penyrauus

[udposas pemyTaius - 3TO HETaTUBHAS WM MO3UTUBHASI MH(OPMALIUSI B CETH O
tebe. Kommnpomerupyromas uHpopManus, pa3MeUleHHass B HHTEPHETE, MOXKET
CEpBhE3HBIM 00Pa30M OTPa3UTHCS Ha TBOEH peanbHOM ku3HM. "lludpoBas pemnyrarus' -
3TO TBOM UMUK, KOTOpBIA (popmupyercs u3 uHpopManuu o Tede B uHTEpHETE. TBOE
MECTO JKUTENbCTBA, Y4eObl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mOAPOCTKH JIETKOMBICIEHHO OTHOCATCS K MyOJIMKallMM JIMYHOU
uHpopmanuu B HHTEepHETe, HE MOHMMAas BO3MOXHBIX MOCHEACTBUU. Thl naxke He
CMOXEIIb JI0ralaTbcsl O TOM, 4YTO (oTorpadus, pa3MelleHHas 5 JeT Hazal, craja
MIPUYUHON OTKa3a MPUHATH T€0S Ha paldoTy.

KomMmeHTapuu, pasmenieHne TBoux ¢oTtorpapuil U Apyrue ACHCTBUS MOTYT HE
MCYE3HYTh JaXke MOCJEe TOTrO, KaK Thl MX YJalHIlb. Tbl HE 3HAElIb, KTO COXPaHWI 3Ty
uH(pOopMaIuio, monaja Ji1 OHa B IOUCKOBBIE CUCTEMBI U COXpAaHUJIACh JIX OHA, a TJIABHOE:!
YTO MOAYMAIOT O TeOe OKpy)Karouue U, KOTOpble HAaWAyT U yBUIAT 3T0. Haiitu
MH(OPMAIMIO MHOTO JIET CITyCTSI CMOKET JIF000M - KaK U3 TI0OPbIX MOOYKIEHUH, TaK U C
HaMEpEeHUEM NPUYUHUTH BPel. DTO MOKET OBITh KTO YTOIHO.

OcCHOBHBIE COBETHI IO 3aIIUTE UPPOBOH peIyTaIUU:

1. [Toxymaii, mpesxae ueM 4To-To MyOJMKOBATh U MepeaBarh y ceds B Oiore
WY B COLIMAILHOM CETH;

2. B Hactpoiikax npoduis yCTaHOBM OTpaHUYECHHS HAa IMPOCMOTP TBOETO
npoduis U €ro COAEPAKUMOro, cliesiaid ero TOJAbKO "yis Apy3eit”;

3. He pasmemaii u He yka3wpiBaii MH(pOpPMAIUIO, KOTOpasi MOXKET KOTO-JTH00
OCKOPOJISITh UM OOUXKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE MIKOJTFHUKH - aKTUBHBIE TIOJIH30BATENN IM(POBOTO MPOCTPAHCTBA.
OpHako JajneKko He BCe 3HAIOT, YTO MOJIb30BaHUE MHOTMMH BO3MOXHOCTSMHU LIU(POBOTO
Mupa TpeOyeT coOIt0IeH s IPaB Ha UHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepmuH "UHTEIUIEKTyalIbHAsE COOCTBEHHOCTH'" OTHOCHUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJI0BEYEeCKOro yMa, HauMHas C HOBBIX H300peTEeHHl M 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTb Ha TMPOMYKTHI M YCIyTd, W 3aKaH4YMBas KHUTaMmH, (ororpadusmu,
KHHO(PMIBMaMH ¥ MY3bIKQJIbHBIMU TTPOU3BEICHUSMH.

ABTOpcKHE TMpaBa - 3TO TpaBa Ha WHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
NPOU3BEACHUSI HAyKH, JIUTEpaTypbl U HCKYCCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B



KayeCTBE I'apaHTUHM TOTO, YTO MHTEIJIEKTYaJIbHBIN/TBOPUECKUN TPyHa aBTOpa HE Oyner
HaIpacHbIM, JaCT €My CIIPAaBEUIMBbIE BO3MOKHOCTH 3apa0d0TaTh Ha pe3ysbTaTax CBOErO
TpyZa, HOJYyYUTh U3BECTHOCTh U Npu3HaHue. Hukro 6e3 pa3pelieHuss aBTopa HE MOXKET
BOCIIPOM3BO/IUTh €r0 MPOU3BEJICHUE, PACHpPOCTPAHATh, MyOJUYHO JEMOHCTPUPOBATS,
npoaaBaTb, HUMIIOPTUPOBaTh, IyCKaTb B  MPOKAT, MyOJUYHO  HCIIOJIHSTS,
IIOKa3bIBaTh/UCIIOIHATH B 3(hupe uin pa3meiats B IHTepHeTe.

Hcnons3oBanue "mupaTckoro' mporpaMMHOro oOeCleyeHUs: MOXKET MPUBECTU K
MHOTUM pPHCKaM: OT TOTEPH JAaHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKH TBOETO
YCTpOICTBa, I'/Ie yCTAHOBJICHA HeleraiabHas nporpamma. He ctout takxke 3a0bIBaTh, 4TO
CYLIECTBYIOT JIETaJbHbIC U O€CIIaTHBIE IPOTPaMMBbI, KOTOPhIE MOKHO HAWTH B CETH.

O nmopraJue

CereBu4oK.pd - TBOW TJIaBHBIA COBETYMK B CETH. 3]1€Ch Thl MOXKEIIb y3HATh O
0€e30MacHOCTH B CETH TOHSATHBIM M JOCTYIIHBIM SI3bIKOM, a TPU BO3HUKHOBEHHH
KPUTHUYECKON CUTYaIluU OOpAaTUTHCS 32 COBETOM. A TaKke MPUHATh Y4acTHE B KOHKypcax
U CTaTh CaMbIM IU(PPOBBIM IPAKTAHUHOM!



